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QUESTION 1
Which of the following conditions must be met in order for a web browser to trust a web server certificate signed by a
third-party CA?
A. The public key of the web server certificate must be installed on the browser.
B. The web-server certificate must be installed on the browser.
C. The CA certificate that signed the web-server certificate must be installed on the browser.
D. The private key of the CA certificate that signed the browser certificate must be installed on the browser.
Correct Answer: C


QUESTION 2
Examine the exhibit, which contains a virtual IP and firewall policy configuration. 

The WAN (port1) interface has the IP address 10.200.1.1/24. The LAN (port2) interface has the IP address
10.0.1.254/24.
The first firewall policy has NAT enabled on the outgoing interface address. The second firewall policy is configured with
a VIP as the destination address.
Which IP address will be used to source NAT the Internet traffic coming from a workstation with the IP address
10.0.1.10/24?
A. 10.200.1.10
B. Any available IP address in the WAN (port1) subnet 10.200.1.0/24
C. 10.200.1.1
D. 10.0.1.254
Correct Answer: B
Explanation: https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-firewall- 52/Firewall%20Objects/Virtual%20IPs.htm


QUESTION 3
Which two statements about antivirus scanning mode are true? (Choose two.)
A. In proxy-based inspection mode, files bigger than the buffer size are scanned.
B. In flow-based inspection mode. FortiGate buffers the file, but also simultaneously transmits it to the client.
C. In proxy-based inspection mode, antivirus scanning buffers the whole file for scanning, before sending it to the client.
D. In flow-based inspection mode files bigger than the buffer size is scanned.
Correct Answer: CD


QUESTION 4
Examine the two static routes shown in the exhibit, then answer the following question.

Which of the following is the expected FortiGate behavior regarding these two routes to the same destination?
A. FortiGate will load balance all traffic across both routers.
B. FortiGate will use the port1 route as the primary candidate.
C. FortiGate will route twice as much traffic to the port2 route
D. FortiGate will only actuate the port1 route in the routing table
Correct Answer: B
“If multiple static routes have the same distance, they are all active; however, only the one with the lowest priority is
considered the best path.”


QUESTION 5
How do you format the FortiGate flash disk?
A. Load a debug FortiOS image.
B. Load the hardware test (HQIP) image.
C. Execute the CLI command execute formatlogdisk.
D. Select the format boot device option from the BIOS menu.
Correct Answer: D


QUESTION 6
Which two actions can you perform only from the root FortiGate in a Security Fabric? (Choose two.)
A. Shut down/reboot a downstream FortiGate device.
B. Disable FortiAnalyzer logging for a downstream FortiGate device.
C. login to a downstream FortiSwitch device.
D. Ban or unban compromised hosts.
Correct Answer: A


QUESTION 7
A network administrator wants to set up redundant IPsec VPN tunnels on FortiGate by using two IPsec VPN tunnels and
static routes. *All traffic must be routed through the primary tunnel when both tunnels are up *The secondary tunnel
must be used only if the primary tunnel goes down
*In addition, FortiGate should be able to detect a dead tunnel to speed up tunnel failover Which two key configuration
changes are needed on FortiGate to meet the design requirements? (Choose two,)
A. Enable Dead Peer Detection.
B. Configure a lower distance on the static route for the primary tunnel, and a higher distance on the static route for the
secondary tunnel.
C. Enable Auto-negotiate and Autokey Keep Alive on the phase 2 configuration of both tunnels.
D. Configure a higher distance on the static route for the primary tunnel, and a lower distance on the state route for the
secondary tunnel.
Correct Answer: A


QUESTION 8
An administrator Is configuring an IPsec VPN between site A and site B. The Remote Gateway setting in both sites has
been configured as Static IP Address. For site A. the local quick mode selector is 192.160.1.0/24 and the remote quick
mode selector is 192.168.2.0/24.
Which subnet must the administrator configure for the local quick mode selector for site B?
A. 192.168.1.0/24
B. 192.168.0.0/24
C. 192.168.2.0/24
D. 192.168.3.0/24
Correct Answer: B


QUESTION 9
An administrator has configured a route-based IPsec VPN between two FortiGate devices. Which statement about this
IPsec VPN configuration is true?
A. A phase 2 configuration is not required.
B. This VPN cannot be used as part of a hub-and-spoke topology.
C. A virtual IPsec interface is automatically created after the phase 1 configuration is completed.
D. The IPsec firewall policies must be placed at the top of the list.
Correct Answer: C
In a route-based configuration, FortiGate automatically adds a virtual interface with the VPN name (Infrastructure Study
Guide, 206)


QUESTION 10
Which statement correctly describes NetAPI polling mode for the FSSO collector agent?
A. The collector agent uses a Windows API to query DCs for user logins.
B. NetAPI polling can increase bandwidth usage in large networks.
C. The collector agent must search security event logs.
D. The NetSessionEnum functionis user] to track user logouts.
Correct Answer: A

QUESTION 11
Why does FortiGate Keep TCP sessions in the session table for several seconds, even after both sides (client and
server) has terminated the session?
A. To allow for out-of-order packets that could arrive after the FIN/ACK packets
B. To finish any inspection operations
C. To remove the NAT operation
D. To generate logs
Correct Answer: B


QUESTION 12
Examine the IPS sensor and DoS policy configuration shown in the exhibit, then answer the question below. 

When detecting attacks, which anomaly, signature, or filter will FortiGate evaluate first?
A. SMTP.Login.Brute.Force
B. IMAP.Login. brute.Force
C. ip_src_session
D. Location: server Protocol: SMTP
Correct Answer: B


QUESTION 13
If the Issuer and Subject values are the same in a digital certificate, which type of entity was the certificate issued to?
A. A CRL
B. A person
C. A subordinate CA D. A root CA
Correct Answer: D
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